SUMMARY A statistic based algorithm for watermarking 2D vector maps is proposed. Instead of 2D coordinates, a one-dimensional distance sequence extracted from the original map is used as the cover data to achieve the shape-preserving ability. The statistical feature of the cover data is utilized for data embedding. Experiment results indicate the scheme's better performance in invisibility, as well as its robustness to certain attacks.
Introduction
Nowadays, Geographical Information System (GIS) has been widely applied in many regions. As a result, the security of 2D vector maps, which are the fundamental data sets of GIS, has become a crucial issue. This letter focuses on the robust watermarking technique which provides potential solutions for vector map's copyright protection. Previous works in this area embed watermark in either spatial domain [1] - [4] or transform domain [5] - [8] , taking the spatial coordinates of the vertices (or their frequency coefficients) as the cover data. By strictly controlling the induced distortion of every vertex under the map's error tolerance (denoted as τ) during the embedding stage, the fidelity of the watermarked map could be kept acceptable in most previous works. However, the invisibility of the watermark has always been ignored because that few papers have considered the shape-distortions of the map elements. Aiming at this issue, a statistic based algorithm with shape-preserving ability is proposed in this letter. Based on a feature point detecting procedure, a 1D distance sequence which can explicitly reflect the local shape of the map elements is firstly extracted from the original map and used as the cover data. Then the selected cover data is divided into two subsets with similar distributions and a watermark bit can be represented by changing the similarity of two distributions. The artificial shape-distortions could be avoided during the proposed embedding procedure. In detecting stage, the existence of the watermark could be determined by comparing the statistical features of two distance subsets without the presence of the original map.
Problems and Objects

Distortion Control for Invisibility
All existing schemes control the location-distortions of vertices under a tolerance τ to ensure the fidelity of the watermarked maps. However, no one has considered the shapedistortions of the map elements (polylines or polygons) which would degrade the invisibility of the watermark. Due to the losslessly scaling ability of the vector maps, the distorted shape of the map elements could be noticeable in a largely scaled map. Taking the contour map of Dalian China as the original map, Fig. 1 is a zoomed out part of it and Fig. 2 is the corresponding watermarked part where a previous algorithm [4] is adopted. Note that although all location-distortions of vertices in Fig. 2 are well controlled under the tolerance τ, it is obvious that the local shape of the map elements has been artificially modified, namely that the Copyright c 2006 The Institute of Electronics, Information and Communication Engineers invisibility of the watermark has been degraded. This is a common problem of most previous schemes where the map coordinates or their frequency coefficients are chosen as the cover data, which is inconvenient to reflect the shape of the map elements. Our main object is to extract an alternative cover data from the original map which can explicitly represent the shape of the map elements, and thus to enhance the invisibility of the proposed algorithm while keep map's fidelity.
Robustness to Certain Attacks
First, geometric transformations such as rotating, translating, or scaling are not dangerous attacks for vector map watermarking because that almost no information would be lost during these operations for vector data. Second, due to the rigid application environment of 2D vector maps, even subtle adjustment of coordinates would possibly make the map unusable. So it is not a good choice for an attacker to manipulate the watermarked map arbitrarily, e.g. adding random noise. However, most existing algorithms paid their attention to these attacks. In our opinion, the operations which can tamper the map without losing its usability are dangerous attacks and should be considered in the first place. Our second object is to make the proposed scheme robust at least to certain attacks listed below.
• interpolation: adding new vertices into map using interpolation algorithms.
• simplification: deleting vertices from map, the most popular algorithm is Douglas-Peucker algorithm [9] .
• data reordering: changing the storage order of the map elements to produce a lossless new map.
Proposed Algorithm
Cover Data Extraction
• feature point detection: Given the original map I o , the feature point set P = {p 1 , p 2 , · · ·} is firstly extracted from I o using Douglas-Peucker algorithm [9] under a threshold Th DP . The selection of T h DP will be discussed later. P is a subset of I o , namely P ⊂ I o .
• distance sequence calculation: The extracted feature points {p 1 , p 2 , · · ·} divide all map elements (point elements excluded) of I o into n segments {s 1 , s 2 , · · · , s n }.
The composition of every segment s i (i ∈ [1, n]) is arranged as follows: The start vertex and the end vertex of s i are two adjacent feature points in set P, and the other vertices are non-feature points between them. Furthermore, two adjacent segments in a same element would share the feature point which is the joint of them. Consequently, suppose s i contains k i vertices denoted as {v • cover data splitting: Firstly, a n-length pseudo-noise sequence (PNS) is generated depending on a key k, where k can be further used as the secret key in the The embedding procedure described above would exhibit better shape-preserving performance than previous works. First, the detected feature points are unchanged during the procedure. Second, the modified vertices are moved closer to the simplified version of the original map by a factor α, which would not artificially distort the local shape of the map elements. . If there exists an embedded watermark, the ratio R would be approximate to α 2 , where α is the embedding factor. Otherwise, the ratio R would be close to '1'. Hence the detection is a judgment based on a threshold T h ∈ (α 2 , 1).
R ≤ T h watermark detected R > T h no watermark detected
Experiments and Results
Some experiments are carried out to test the performance of the proposed algorithm. The original vector map I o used in the experiments is a block of the contour map of Dalian with the scale 1/10000 and the unit centimeter (cm). For convenience, all length-related parameters used in the experiments will be discussed in the aspect of the real world Table 1 The robustness test to map simplification. Table 2 The robustness test to map interpolation.
Step where meter (denoted as m) is taken as the unit. The precision tolerance of I o is assumed to be τ = 1 m and the embedding factor used in the experiments is α = √ 2/2. So the threshold for feature point detection can be calculated as T h DP = τ/(1−α) = 1/(1− √ 2/2) m ≈ 3.414 m. Using above parameters, the max distortion introduced by watermark embedding can be rigidly controlled below the precision τ. The threshold Th used in the detection phase is experimentally set to 0.75.
• Shape-Preserving Performance.
By using the new cover data, watermark embedding is virtually a procedure of moving some vertices closer to the simplified version of the original map, which would not artificially distort the shape of the map elements. Figure 3 is the watermarked map using proposed algorithm. Comparing with Fig. 2 , it is clear that the proposed algorithm has better performance in invisibility.
• Robustness to Certain Attacks.
As former mentioned, the cover data is invariant to many data manipulations such as rotation, translation, and their combination, thus the proposed algorithm is inherently robust to these attacks. As for the data reordering, the pre-ordering procession described in Sect. 3.1 would make the cover data independent to the file-reading order of the map elements. Consequently, the proposed scheme is also immune to data reordering. Our experiments will focus on the robustness to map simplification and interpolation. Towards the map simplification, the Douglas-Peucker algorithm is used again to simplify the watermarked map under certain thresholds. Since a simplification using a threshold exceeding the precision tolerance τ (1 m in our experiments) would generally degrade the map's fidelity, we consider the thresholds from 0.1 m to 1 m with a step width 0.1 m. The results shown in Table 1 demonstrate that our algorithm is robust to map simplification under these thresholds. Towards the map interpolation, linear interpolation is used with a series of step widths. Table 2 shows that the proposed scheme is robust to map interpolation too.
• Detection Rate of Watermark.
Taking 1000 different blocks of the contour map of Dalian as the original maps, the statistic R is calculated for each of them. The results indicate that when no watermark has been embedded, R is approximately normal distributed like N(µ, σ 2 ), where µ ≈ 1.0009 and σ 2 ≈ 0.0026. When T h = 0.75, the false positive error rate, which is the main detecting error rate, could be less than 4.32 × 10 −7 . The selection of the optimal T h and the corresponding detecting error could be different according to the different type of the map to be watermarked.
Conclusion
A shape-preserving algorithm for 2D vector map watermarking is proposed in this letter. Unlike other existing schemes, the cover data in proposed scheme is a distance sequence extracted from the coordinates of the original map. Experiment results show the better invisibility of the proposed scheme, as well as its robustness to certain attacks such as map interpolation, simplification, data reordering, and map rotation, translation etc. A weakness of the proposed scheme is its sensitivity to lowamplitude noise. It is mainly due to the feature of DouglasPeucker algorithm but not the watermarking algorithm itself. Our future work will focus on this issue.
